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Jarary 25, 2002
Ms. Pemielope Bonsall -
Director, Office of Election Administration
Federal Election Commission
999 E. Street, N.W.
Washington, D.C. 20463

Dear Ms. Bonzgall:

Ilinois Information Technology Compotation respectfuliy submits its comments|on the
Second Draft Of The Revisions To The 1990 National Voluntary Perfarmance Standards
For Computerized Voting Systems And The First Draft Of The Revisions To The 1990
MNational Test Sm::dmﬂi Throughout our commenits we refer to this decument pa the
“Draft P’i’i’&&andmﬂs.”i We base our cornments on the Adobe .pdf document found at the

website referenced at wivw. fec.gov/clections.hiral. In some cases we refer to
made by other commentators. We note that those cowuments had been posted o the
website www.wote.org but as of this writing we cannot find any comments on the Draft
V5SS Standards atthatw?baitc. We trust that our reference to such third party comments
is considered with the undmtmdmg that we believe those coniments to have indeed been
made by the quoted comimentators. We consoquently do not vouch for the acouracy of
thoge quotations. |

As requested in the notice in the Federal Register, our comments reference specific
sections of the Draft VSS Standards. Where possible, our comments regarding
specific content are accﬁmpanied by specific suggestions for alterations to langmage or

technical specifications.: We are submitting our comments concurrently via e-mait to
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ves@fec.gov and via U$ mail. Our retum address is;

Nlinoia Information Technology Corp.

14N880 Lac du Beatrice Dr,

W. Dundee, IL 60118

and this commentator can be reached by e-mail at:

Sandy(@TechnotogyCofp.net

About our company

Nlinois Information Tﬂcﬁnolog}r Corporation is an intellactual property consulting firm.

We have been rotained from time to time as experts on intellestugl property matters, have

mﬁﬂedinfqderalmurﬂuntheaemattersmdwuhwealmmmmeﬂmﬂ

property

portfotios on behalf of dlients. OQur intetest comes in part frein o woik in iréllsctual

property but we view this field as important to our nation snd we may consider entering

this field with products 6f cur own in the future. At present, we rake no produtts

dealing with elections of election administration,

As requested in the notide in the Foderal Regiater, wo respectfully submit that w

willing to present testimony to the Commission if tequested to do so.

Genersl Comments

As the Draft VS5 Standdrds points out, feedback to voters, whether that feedback be for

overvote, undervots or dther situations, is important for erisuring that a batlot ad

purately
expresses a voter’s interit. We read the Draft VSS Standards and seb the inportint

CommbymhuhhﬁrﬂﬁmehnCmmFﬁuﬂﬂlmﬁmwﬂmﬂnﬁ V35| Standards
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feedback notion specified from the perspective of existing marksense, puncheand and
DRE systems. Since faedback is so important, end since feedback from existing systems

has often been found winting, we believe it it reagonable to expect that innovations will

appear that are difficult :tu view from these historical and therefore limited perspectives.
We spmdthcmajarpar:t of our commentary proposing changes to linguage thai we
believe can leave important room for new, accurate and trustworthy election & that
employ feedback and augdit trails, secrecy and privacy. We also feel that our comments
permit more roont for irmovation without sacrificing precision and without intrgducing

ambiguity in the standards.

Comments on the Overview § Revised Performance Featares

The Draft VSS Standérds contains the following section:
“Pesdback to Moter: Performancs requirements are defined for DRE systems
and for paper-baged precinct-based systemain arder 1o provide direct feddback to
mevmthatinqicatuswhmanmdswtcorovmmiam.“

The quoted paragtaph is found as the second bullet item. The only other place

“feedback” to voters is sipuciﬁcauy found is in § 2.4.3.2.2 Preciwct Count Paper-Bused
Systems. We quote that section (subparagraph (a)): “Provids facdback to the vbter that
identifics specific contests or ballot issues for which an overvote or underrate [sje] is
detected.” This impliesithat feedback to the voter on undervote or overvote gituations

only occurs mpaperbasbd systems that have precinet count systema, As we willl point

out below, crucial voter feedback can be provided on paper-based systems (p ard,

marksense or other) that do not have itt-precinct countters. This linkage of voter|feedback

to paper-based precinet-sount systems is found again in § 3.2.5.1.3 Excegrtion Handling
|
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(Precinet Count) subparagraphs (¢ ) and (d).

Before providing a suga&wnon that gets closer 1o the spirit of the forrdamentally important
issue of voter feedback, we point out that others consider the issne of voter feedback to be

of high concem, as we believe the Commission doss.

At least one commentator (Peter G. Neurann, urERIInt!ma:timl) hina said:
“The feedback I want most is that my vote has been correctly tecorded exactly as
it has been cast. ‘In electronic election systems, we riesd xii fndependent voter-
appmvodrwordothathan what appedrs on the screan (for example, am@r
image of what wpmanthammnj ﬂ:ucmhevmﬁudbythevuter
assurably not subsequently be subjected to tampering.”
Furthermore, Dr. Rebecca Mercuri, in her comments raises similar points (“One solution
to the disappearing electrons problem is to require that all fully-electronic balloting

systerns provide a physital andit trail that is human-readable.”).

We support these views and request in simple terms that the Draft VSS Standards clearly
allow for tangible feedback mechanisms in both electronie systeroa sud mechanical
or electronic ballot marking in paper-bsaed systems,

Nothing that we find in the Draft VSS Standards appears to be at odds with this important
concept. On the other hind, there are certain sections that could be improved with & few
clarifying language changes that can engure that the spirit of “feedback” and secirity (;.
e.thevutershmﬂdbc:asmnedthatwhatﬂ:emterintmdcdordidiswhatvdllbamuntod}
i6 clear in the final VSS Standards. The following comments address tiis concefn and
offer suggestions that we hope clarify the intent of the Commission.

Comments by Dlinais Information Teckmology Corp on Federal Election Commission Draft VSS|Standards
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Page 3 of the Overview document states:

“Paper-based systems encompass both punchicards and optically scanried
Electronic systetis inchude a broad rénge of DRE systsins, such as those
touch screens and/or kéyboards to record votes.”

| bailots.
that use

There is nio direct contradiction in the quoted section, but puncheards and/or optically

scanned ballots may be produced by a voter using a mechanical device, 8 touch

keyboard to prepare or mark, not necesearily to record, voiss. Simply includi

. screens and keyboards in the DRE sentence may lead to confugion. 'We suggest

following language:

“Paper-based sydtems encompass both puncheards ind optioally scanned.

Bereen or
hg touch
the

Ballots expressityg the voter’s intént used in sasls systems muy be prep
manuslly, mechanically or olsctronically in scerecy by fhs vets in the
place. Electronic systems include a biosd rasigs of K systesy and
output, slectroni or ather batlot outpnit sywthivs o Widioh e voters’ ool
not stored nor cdunted within the elobtronic systers on whicl e voter

ballot, and may use touch screens and/or keybioards and/or othisr suitable

devices to mark votes.”

The proposed language would also solve a problem thet appears on page 6 of the
Overview Document. A section entitled “Detailed Humsn Fiterfice atd Usability

Standards” states:

“The FEC has begim the developtnent of the next module to the §

arks the
input

which

will focus on intérface and usability issues such as typograplty, layout, use of

graphic elements, sequencing, screen flow (for electronic systenw) {
added}, language simplification, and user testing,”

hasis

The quoted paragraph may imply that electrenic systema have screen flow and paper

based systems do not. As we hoped to have clarified in our proposed langnage

_electronic systems encompass not only DRE systems and may have some form ¢
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countable, tangible output. Paper-based systems may use some mechanism or elsctronics
to assist the voter in marking a ballot.
We believe that the unnecessary, and in our view, deleterious, impliad restriction that
fesdbiack in paper-based systems can only be fousd in “in-precinct” comnting systexns cin
be improved by moving § 2.4,3.2.2 Precinet Connt rmmsmm to Become a
new subparagraph (¢) in § 2.4.3.2,1 All Paper-Bused Systems,

The rest of the paragraph on page 3 of the Ovérview states:

“In addition, vommmﬂmmhﬁmmumhﬁfﬁc ial vote
daﬁﬁmﬁnpﬁmgpl%h@ﬁul&ﬁ&mnpmam&a&

degignzted as Public Network DRE Votlng Sistecns sl s wiject
nmmsmphmbhmmmmmwmmmﬁc
gyatama that use public network telecomiviimicationa.”

One can easily imagine a voting system consisting of puncliéards thut are “raad’! in the
polling place. The data associated with thess puncheards can certainly e

electronically to a central tallying facility. Singe the voter prepated a punche
be misleading to call such & system a “Public Network DRE Vating Systemn.” Thie quoted
language scoms to require thiat transmission of déts colievied at a-poliitg place,
that data be paper-based or otherwise, be classified as a Public Network DRE. Calling

such systems DRE systems may cause a paper-based system to b improperly clussified as
aDRE system. We believe, but have no specific knowledge of cases whete this|is true,

that some jurisdictions currently transmit precinct counted papor-bised: dats
electronically. If such systéms were to be classified as DRE gystema, certification of such
m would be problamatic.

ConmnubyﬂhnumlufomuanchmhnCmmen&erﬂEhcﬁonComuﬂmDmﬁ Standards
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On a lass significant, but nonetheless clarifying note, we would like to point ouf that
transmission of data from the polling place to a central tallying facility may not take place
over a public netwotk. Some jurisdictions may alrsady have, or indesd may degide to

have, private networks.

We propoae the following langusge and a terminal sdditional setaens to clari

“In addition, voting aystems that uxe electronic ballots and toeinit off 1a1vot=
: damﬁnmthepol]mgplmmmhnhﬁmowmum
designated as NMMBVMSM“’IEMM the
standards applics hmoﬁ&ﬁmn}mm Squires 1
mmmtomcxﬂmmﬁmwmﬁmmmm
network are not degighited s Electronic Netwotk DRE Votimg systeme,”

Comments on Voluie I Section I § 1.51 Votlng System

The last paragraph states:

Mownmmapmaﬂmdmmgofmt}wamm}r
imptove the votihg ystam indnstry, mﬂ;:ﬂmmhpm ity
[21¢] through the proper evaluation of ths system broight for quali »

It seerns that something is miszing, Might the sense you s tryiry t5 convey be
"Tnnovstions thatmaﬂmﬂmdmtmdmgnfmwm Typéa can greatly
unprnvuthavotmg system induatry, but onfy if controls are in place to monitor
and control integrity through the profier evalustion of the system brought for
gualification.”

Comments on § 1.52 Paper-Bayed Voting System

This section has the following definition:

“hpunchcudvdungsystemaﬂmawmrmmmﬂmmbymmaflu
punched in degignated voting response locations; a murkaengé oty syige
allowsavotertnrmmﬂvntenbymuansofmaﬂmmadem?m Fpons
locations,™

Comwhhyﬂ]ﬁmulnfbrmﬁmehmhgyCmmeaduﬂElmhmﬂomuonDr@ﬂ 55| Srandards
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We would like to point out that paper-based voting aystems (both marksense
punchicard) noed not be limited to “marks made in voting response locations.” If these
déﬂﬂﬂmmwamdnﬂmodmhﬁrmkinﬁﬂm&hﬂdmnﬂ ,
efficiency and more quality into our electoral systema may be urinecessarily stiffed. Any
muachine readable mark on paper that correcily sssociates the mark with the votdr’s intent
should come under the definition of a Paper-Based system. Here are-some ﬁmIplus of

Paper-Based systems that can associale a mark with the voter’s intent:

* A mechanical or computer besed system thit placss syskiols. ot € ugrér b
symbels uniquely and socaratsfy reflecting the voter’s iltuat s Kaving laoud
by a mechanism a2 a result of a voter making a selection by vedes, touch, ard or
other eniry.

. MM@MR@M@{M}MMWM&?@H’S
handwriting and/or printing, _

. mmmmmmmmmmmm-wmmm
uniquely identifying the voter's intent. Such nurribérs have o calied “prnch
numbers.”

o A free form system used by an scuess-challongod or HEiterste pedton in which the access-
MMMlemmlymnmamhﬂthimbol migiiely
and accurately identifying the voter’s ingent.

While the language you propose in Section 152 may include suth cases, we proposs the
following language which may be tnore clear:

(Proposed) § 1.52 PaperBased Voting System

“A Paper-Based Voting System, (refitrred to in hwmua
Puncheard and Marksense [H8:M | Vetitig Systeth) reseeds’vote, cowm
and produces a tabulation of the vote count frum votes¢esf on paper can
sheets. Apmchmmmwmmw;ammwmmby
holes punched on a paper batlot in a-mioh a way that the helss unambiguisly
reflect the voter's selection(s), s markaense voting system: altows 2 voter|to recand
votes by means of niarks made on a piiger trfiot naoli that Mwes marks
unarbiguously reflect the voter’a selection{s).”

CMWMMMTWMW%MFMMMM
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Sections 1.54 (Public Netwerk Direct Record Electrontc (PARE) Vottng Systhe) and
1.55 (Precioet Connt \"nﬂnt System) acem to contemnplate public metworks only. Some
jurisdictions may heve private networka. Sints Section 1.84 i conewttesd about security

of transmission in a public network, pethaps a section stating the staridards for prévate
fietwork DRE Voting Systems is needed. Alternatively, if the Contmission fes]s that
s&uﬁtyinapﬁvﬂtenetﬁrorkiajuatupmhhmnﬁcasmuﬁtyinapuhﬁcuetwork,thc
term “Public Network” iay be replaced by “Electronic Network” in osder to inslids both
Cap 5,

Commienty on Seéction 2.2.7.2 DRE Standards

This general set nfstanqarda-mlatestn acceas for those who have gecess challenges.
Paragraph 4 states as fcllowa "4} Enables the votar to veview the voter 's writerin input,
edit that ifput, and omﬁrmtlmt the sdits meet the ﬂuﬁer 's intent.”
While thie requirement i;l Igndable in ita intent, solutions to this présblam may lekd to
some unintended consequences. In particular, some jurisdictidns will fiot allow/the same
ballot rights to write-in ¢andidates as they allow to cindtdates wio keve beon through a
petition or other leﬁlpl‘;messtobu a valid candidate. The Draft V88 Standords tinve
asked for o spocial write-in confirmations in cases where aéees i 10t 4 problem;
consequently, there shmﬂd not be any special write-in confirination for voters with access
challenges. Yes, the Dray? VSS Standards do ask for confitmation of overvoted and

undﬂvoteafnrﬂlmmdwusuggestthatﬂﬁsismemw.m-mhe lied for
access challenged voierd, For example using & punchcard system, a voter who does not
have ammchallenges,i_snotgim any snfeguards thiat A nama ir spyelled correctly or the

CommannbyﬂlhnhhformaﬁnnTwhmthmmendwﬂEhcﬁunCnnnﬁnimDnﬁ V55| Standards
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write-in is emtered in the appropriate section of the punchcard. A voter may inadvertently

vote for Smith when the intent is candidate Smithe. The same logic agiplies to this section

of the Draft V5§ Standards. Allowing an access challenged voter to eelect a wiiite-in
cendidate from a drop down list or allowing such a voter to spell a nane could be viewed
hysumuasclevnﬁngth?stalusofawﬁte—incmdidmtothnmnfapeti'

candidate. Furthermore, consider a voter with multiple challengea While we do not
pretend to imagine all ways in which the draft requirement can be met, we nots that a
keyboard may not mest the draft standard for voters with nwultiple challenges. Requiring
& keyboard or a (screen-based) facsimile thereof for a challenged voter to entsr § write-in
may present problems that have no solution to DRE manufacturers. This would have the
consequence that no DRE can be certified thet maets the needa of viters with myitiple

challenges.

Our recommendation, therefore, is simply to require that the standard reflect the

importance of verifyingithat the challenged voter has indeed entered s write-in vote

without farther specifying that the identity of the write-in be confinhad. Our proposed

language can be found Helow:
“Enables the voter to review the voter's intent for write-in inpat, providp for the
voter to change such write-in to & non-write-in vote, and confirm that ering a
write-in meets the voter’s intent”

Also, paragraph 6 of this same section (§ 2:2.7.2 DRE Stuadsrds) provides:

“8) Supports ﬂ'musa of headphones provided by the system that may be discapded
after each use,”

We believe that the intent of this section is the provision of sanitery conditions deosptable

Comments, by [llinciz Information Technology Corp on Federal Election Commission Drayft ¥ES| Standards
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to the voter. One can imagine a less expensive solution consisting of protective

headphione covers that can be discarded after each use.

Paragraph e of this same section (§ 2.2.7.2 DRE Standards) has soine points that may

warrant reconsideration. We present our comments below each of the points we
reconsidered:
“e. For electronic image displays, permit the voter to:
1}Adjust the contrast settings;

2)Adjust color settings, when color is used; and...."”

We note that some states require that certain typea of bullots be of certain colord.

Similarly, each party in a primary may have to be displayed in a different color.
quoted draft requirement may be in conflict with certain color rules.

“3) Increase the screen font size to at least 18 points.
The problem we note here reappaars in § 2.4.3.1 Conison Stawdards.

We note that increasing the font size on a display screen may ceuse some of the

a8k to be

The

candidaies to be hidden or moved to a part of the screen which is not in view. Visually

challenged voters may not understand that they have to “scroll” or otherwise mantpulate a

screen to se¢ all candidates. This requirement has the unintended consequence of

dimﬁnﬁnzﬁngmﬁnﬂceﬁaincmdidﬂmwhunbaﬂutp&dﬁmhmchﬂmthcydhmpw

on an electronic screen when the font size is incressed. Finally, on this point, we note

that the Draf? VS8 Standards already contain a provision for andio and that andip in

addition to an adequate font size set at the outset may provide snough access for

ComnmhyminuishfomﬁmTwhnuhgyCmmee&uﬂEhcﬁmComhdmﬂng& P35
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visually challenged. See § 2.3.1.2 Ballot Formatting.

Comments on § 2.4.3.2.2 Precinct Count Paper-Based Systems

In subparagraph (a) we believe the term “underrate” ig a typographical error and should

be “undervote.”

Comments ou § 3.2.5.1.2 Exception Handling (Ceniral Coant)

The referenced section of the Draft ¥SS Standards provides for three methods bf

identifying an exception ballot: (outstacking, stopping, ballot marking). An

Subparagraph (c ) stalcs

“Mak the batlot with an identifying mark to facilitate its later
identification.”

We suggost adding a sdbpmgmph (d) as follows:
“Prepard, ssgregate and mark an imvage copy of the ballot to faci

Comments on § 3.2.6_#.1 Processing Speed

Subparagraph (a) states|that there should be no perceptible delay between voter

litate its
later idehtification as an exception ballot and 24 a ¢opy of an original
ballot.”

input and

gystem response. Subpi;irngraph (a} then goes on to give a figure of 250 milliseconds, We
believe the sprit of this Bection can be met with a delay no greater than 750 milliseconds

or even | second. The reason for this requested change can be found in the time it takes

oa-uinstepsmhcperfc@madinmifyingthatnvntuhubmnmredmﬂy, T
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specified elsewhere in the Draft V5S Standards. One can easily imagina a DRE system

that stores a completed ballot in memory, makes an image of the ballot on a hagd drive

and compares those images using exror detection and read-after-write tmhmﬁqnlthnt take
longer than 250 milliseconds, The performance requirement of no peiceptible
be met with slightly less stringent requirements of 250 milliseconds.

lay can

Comments on § 4.2.3 Seftware Modularity and Programming
This section provides clear guidelines for muduluu. without defining such “modyles.” (In
later comments, we request that the terms “module” and “procedure” be added to
Appendix A Glossary.) The restrictions in the section, while generally aimed at
readability and maintainability, can nm into contradictions where alternative, yut well-

kmown, definitions are used.

For exarple, while Visual Basic is anticipated a3 a high level Isnguage in which elections
systems can be produced, Visual Basic for Applications vises modiiles differently than do
the standards here. We believe what is intended for the restrictions on “modules” should
be reatrictions on “procedures.” In Visual Basic for Applications, a module consists of a
group of procedures having some functional commonality, Thus, it is-the procedure that
must have a single entry point and it is the procedure, not the moiale, that should be

limited in size pursuant to the guidelines you suggest.!

1ﬁgloalnrythltpuinmoutthnt"rmdnlﬁ“mmtwlltilimpﬁodinﬂﬁll_wﬁmufﬂnﬂrqﬂ
Stamdards is found in the Federsl Standards F5-1037C. That standerd definee mesdule:
“maodule: I.Anwwﬁnmﬂm.muﬂi.;.ﬁmw a larger
device or system. (1B8) 2, mmmam-_mmam
identifiable with rewpect 10 compiling, combinghg with other modules, s leuding "
mmb,mamhhmhcmﬁnd'ﬂmmm"n@mmmimmkh
probably not what ia intsnded in the Drgt FSS Standards.

Cortiments by Ililnois Information Technology Corp on Federal Blection Commission Drgft VES| Standards
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We believe that is it good practice to restrict procedures to one entry poini, We disagres
with the restriction on ane exit. Often a procedure or fonction can be written with
mulﬁpheﬁuinmdﬂmmhancemmbiﬁwmdmﬁnﬁimhﬂim Forcing onlyione exit

puts the software designer in a box of having to create if-then-sise or do-while domstrurts

that are contrived and attificial. Such mbitrary comstraints will redar soms
harder to maintain and harder to read. We suggest that if a designer builds a procedure
with more than one exit, such multiple exits shouid be documented awd explaingd
similarly to the relaxation on module [si¢] size that the Draft V5SS Stawdards petmit, We
understand that readable code is an objective of the Drayt PSS Standards. As this intent of
§ 4.2.6 (1) points out, multiple levels of indented scope is hard to read and imdarstand.
Allowing (and clearly documenting) exit conditions can reduce the fiumber of indented

levels.

Comments on § 4.3 Dakta Quality Assessmoent

Wo wonder what the intention of Subparagraph (b) is (“Measture the relative fiesue

processing routines whose monitoring would be-ussfal. If so, we suggest that thie types
and conditions of “entry into program units” be more specifically deseritved.

Comments on § 4.5.3 In-Process Andit-Records

Comments by [inois Informstion Technology Corp on Federal Blection Conuiisaion Draft V5SS Stondards
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Subparagraph b(4) of this section has the following requirement;

“For DRE machines at controlled voting locations; the event (
available) of activating and casting each ballot (i.e., sach voter|

A time, if

transaction as an evemt). This data can be compared with the public

counter for reconciliation purpoacas.™

Weshonglymgetharecunsidmﬁonofﬂ:isreqﬁmmmtinﬂmmmtﬂrms

‘Recording the time of activating and casting each bellot is a method that can bé ussd to

identify a voter. Dnagingaquietpullingplamwhmnvoterehochinataﬁmuwhen

there are no other voters present. The voter votes on a DRE mmchine and his or her vote

is recorded to have ocourred at a specific time, If there are no othet voters in the polling

place at this hypothesized slow time, such a record can be used to identify the yoter,

Evmiflheremafewvotmmmepoﬂingplm,suchﬁmestamp:ingcanheuwdm

narrow down who may have voted for whom. Such time staimping is a major etosion of

theamballutgualsanﬁcipmdbyvnteﬁ'mndemomc}n

Sobparagraph (c ) of this section requires ...[s] summary recotd of data read-write-verify,

parity, or check-sum errors. In many cases such read-write verification data or perity data

is simply not available from COTS (commercial off-the-shelf) systems. We mpsctfi;lly

request that if such summety recorda are required, they orily be required where such

records can be retrieved from the operating system.

Comments on § 6.2.3 Access Conirgl Measures

Whilcthafocusanthiumtiunislaudahlemdisintmdudtommrethatsnftwmmudin

modern election systems is not tanipered with, the terms in which this section is

Conmuments by Ilinois Information Tecimology Corp on Federal Election Commission, Draft
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may notbc'gcnerallyki:towntothe software community. The Draft V5S Standdrds have
buonmeticulausMdeﬁimingtmmnwhuenmmbmthishighbﬂhunmhemm&tin
this section. Thmmw:hmg organization cannot find the definition of “security kernal™
nr“Dnc-endornva-aud:punpmtecﬁmdmdnes”inthnstandudsmrinthehppmdixh
Glossary attached to thé Draft VSS Standards.

A similar concern arised in § 6.5.4.2 Forms of Threats. With sotne good rsson, the

software community hag occasionslly been criticized for writing in highly terms
that are not transparent tn concerned citizens who are niot int that community. places
mapmpﬁﬂehurdmo%wﬁtmswhushﬂﬂdnﬂiwtomthﬂﬂltnﬁsm
understood. Patnpsth{:mhtsm of § 6.8.4.2 Foriss of Threats ozn be solved by
includingth;dcﬁnaﬁaninfmmminmmm. Good definitions of thess terms

exist, for example, at tl:bb Symantec website

(www.symmﬁc.cnmfae:bmit}wchecﬁgloﬂary.hunl}.

We believe that the Drafi ¥SS Standards can achieve s better balinoe between tpchnics!

clarity versus election finctional clarity, For axathipls, if the well known term “kbsenteo
ballot” is defined in the glossary (as it is) shouldn’t the term “Trojan horse” be I;nm as

well?

Comments on § 9.2 Teqting Scope

The second bullet point pf this section states:
*wmmmmmmafwm ta, as
m by

character error rate, for which the maximum le error
rate is ong in one million characters.”
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While “chetacter error rate” may be clear in some contexts, we balieve it is unélear in this
section that has no clear context. We are confident that clarification can be provided, but

we think it equally important to introduce another term such as “net character grror rate”

which we define as the efror rate in an information aystetn, inclading ication
transport of data, which is measured as the rate of destination character deviati from
the source characters after ervor correcting teehniques Kave born sppled. urging
of this concept makes clear that error correcting techriques can and shonld be dpplied to
ensure voting data integrity in any part of the vote casting to vote counting process. The
acceptable character error rates should be based on net errors: that is to say, remaining
mmaﬁqwellkuownmdmﬁahlammﬁngm!mithwahamappljm

Comments on Volume IT § 2.5.10 Appendices
This requirement on documentation requests a “list of module names and varighle
names.” As pointed out shove, a high level programming language ay group
protedures into modules. We beliove the Draf? V5SS Standards should be calling for
both moduls names and procedurs names.

Comments on Volume IT § 5.4 Source Code Review
Subparagraph E(5) inspects for software recursion (also undefined in the glossary, but a

well known software term). We note that Volume [ has 1o prehibition against recursion,”

While we do not propose that recursion be prohibited (it is a powerful devel tool)
we wish to point out the inconsistency this test section presents by prohibiting recursion

in the code reading phase. Our suggestion is that either recursion is explicitly ibited

Comnmhyﬂlinuhhﬂ:mﬁmTachmhgyCommFadnﬂEhcﬁmCmmﬁﬁmDmﬁ V53 Standards
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or allowed. Our preference is for it to be allowed.

Other comments
While we do not see this in the Draft V5SS Standards, some commentators have requested
that source code be made public. Such a requirement may not be desirable to slection
system vendors. For any irmovation, inventors, developers and vendors in general meke
investments that they hope will lead to a return on thoge investients. Making source
code public means that anyone can copy that source code and create a system without

having made the investments of the creating person or organization, We fear that public

source code will stifle the much needed innovation required to move our electis: systems
forward. i
Testing laboratories should be atlowed to view source code, but parsons viswing source
code should be prohibited from discloging any part of the source code. 'We believa that
the testing laboratories should be prohibited from disclosing any proprietary information
that comprises a Technical Data Package. |
Also, the Draft VS5 Standards anticipate that ¢ertain compoments of a systern will be
Commercial Off The Shelf (COTS) products. If the FEC adopts opan source, then COTS
may not be compliant. In many important cases, including 0pemm:|g systems, compilets,
drivers and the like, source code is siraply not available.

Respectfully submitted,

Illinois Information Technology Corporation
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Sanford T, Morganstein
President
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